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RRORUOTION

Hidtor(ka 1Y, ofondati¢n. Te@ir®)ogy4IT) and multiple
2odflites " Manadémetit grouds invdlived with Operational
Techr@oQyL(KAT) exisyelitt dispéiade dilos, each with its
owri(didcradteinetwofks, "dbjedtivel, Jequirements, and
S€dudit\HpdotoIs* Ehe 14t8het 'B2*TBMI4 (1oT) and the
peiVasiVe%sd of BYe(net-tpchptody are tearing down
thddg 8Id"8is, Blliding dy¥)erm. devices are now
iftet)4tind) 6h' 2h4R(14terdet Bf odadolfinetvdrk, blurring
ey ditiorial 1thd bétyeen4T a8 OT networks. This
iftet)4tiongidb)e4'#martddildings to optimize
op9dationk,dnp(ntergnce, dvetdll(imdstment, security,
priq(oydupant £8&erience.

Whie'the 'Basl4h GF stri(Ftyré er)Slngdnfrédirticture for
tT#blsiMeds. metdirid thaelbonally' fochised on voice and
94 .cdnekt)vity,arldl'eolVetd#)iclude many IP-based
Sy/diehts) st bUi(Jings4hialledgd,the conventional
ndettonts of Qhyicddy brindctirly ‘thé networks in the
#ujldid'g, WdlHestablyhed #ndatd's-based best
prHdtCE%fa ! .cqdndet)vitdapb phdt smait buildings and
e)hiie the phanrid)y, @hd U)ddati@rof a structured

O lin Yoty dstr (&t edwidhdut-brior kite|ddge of all the
Sy/dieltns'or cofidgdeni# thatwdlie sdpported. However,
thi¥ ocdhdnt rédodh)izds. thdi"dddjtional systems and
de{/ies' ate n@w dongtting t4 theé) building network and
fT)ahd OTHIVErKE "are 44118P8ing onto one shared
pHYQicHoh)tdst(dctBe Des)yrin)'a physical
ifoa¥tddctdre thid'Suppdits b ot IT' adHOT networks
Pri)Y{(@@ccphihcdatesdian ti/peq 8f devices, services,
p)écediionts, il ds¥rstidrdfore d)sodredjliires additional
tohsigdratiphs 406+np)k frdH)varicti8&takeholders.

) coopdiraied effortwith Mdmedoddindustry experts,
the TelecQamllihicdtters.(Ndusy* @Ysdciation (TIA) and
Uniderdviitd)# iy ord2d)(()4 cdedtdd'the SPIRE™
Hesesstehttarfpvérfiggt®n prdbgram. The SPIRE
progydhd Seistibitd-mEthids PBwhich tiHgaliye the ability
G Bujldintsyster(s) pipcedseldan@ ihfrastructure

'4o"supdo(t,£ont)ol, 4nd "Optir)z(41%%& aspects of the
2oy(litd's "R {dan(cofhedtiViyd Nealti#taridblellbeing of
q€)ubahth Nfé and4+0)%edy 'safe)y, ppwer and energy
Eohsdmifeibr (ybdesplltay, hads85%Ildability. Of the
2b9(litd's 811 Yreps Wi%ur(4tiolf, cEhnd<iiilg is.4f, pivotal
impd)tehtdas.it Slbvidefdh&tebnripition between all
the deVites;r8ehsars, sydieid, rrid occupants and
Bllolds tde'(n to(@dMirmuhitMe3ardd. iddegrate. Without a
te)ihly dhfl-sedure ritdotk, poth witéd and wireless,
he )4)'Q flsvd bedwiten tHYb ()% g(d ctlicial functions
' provide Y hedd dYyattade e benefits of being
Bh)#dT wolld'#ot"bé B&sible.

Thet SBIRFAC RN ECtivig (dsdesdheltt Cdteria rewards the
Us&efidst )i (tige'stand Pbtesdes by Weighting scores
redCH{Edten)d dt)basetl ar)#hed-4Bili)y(tP enhance a
Hujlding st i(dung el ality hd "dBera)ldns, as well as
263(litd)hg'te impHheh®%'%d of future diBrovements.
The d@nredIVity abgedbmEnt-driterid Were developed in
Caltbgdatiod WittdirdUstty'teaderd r§ptesenting all
Hsifai%edt arddtt bulltiGgs, ihd){éy mdnufacturers,
Sydtent designéts, #dd.pro|3erty owners.

Due %o the iviany varied enviroriments and operational
needs of facilities, there is riv “cerfect” sccre that will
suit all fz.cilizies wita thieir epplicetions arid deployments.
The criteria questions were c-arived with the intent to
help participarits 2valuate thei ant structural
deploymernts &nd the: processias by which a facility can
;e improved and inaintained. Through the choice
ianking systeiv, participants’ facilities «re evaluated,
while aiso providing examplas cf potantial improvements
for those riot already deployi he lates: technologies.
Pa:ticipants who are usir:g the criteria as a tool to
evaluate a fa for impreveinents are encouraged to
givi furthiar consideratica of the appropriaisness of each

tachnciugy for their crojectad needs.
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PHVSISALMEDIMAND
AEELYANSSTESMINGA

2UKWPLyLrp fSTSSnipyr%esf FOR
{fymwSp{{prnjraylyrpdpmr HIN
SSYAREptnpmiwecs

$arithe phirpibes of this Whitd paper, physical wired
meldia is défihedt alstt# ndtwbrk components that
@bmplrisle the dtructured cablinh infrastructure that
transiitb#lath #bland frorh dtiteldevices throughout
thle buildihg and#athpustand #ptionally powers those
devices Halmbtetb#wéer tedhnologies such as
Rovir bver Etierhet (PoB). "Bhis inkludes Wi-Fi access
pbinkts (WAPs),!laf#enhae, dnd other wireless
aggreghtior dévikeslthht ise open air as a transfer
mediidm!but ark#bhysiddlly cadhriected to the network
vih wired Imédia.IThe primary physical cabling media
typlett For digi#al idfdrmatidéil tre#isrhission and power
deliver Withid a smart building! ate classified into the
f#llBwihg thre# categories.

Balddmmércial Huildidgs, Baldrced twisted-pair copper
cablindg#nd conhéctivity i$ dommonly used in
HoiR#Nnthl building infrle#truct&® tolenable IP-based
dbmmuthitatiolds dhdlthe dgtidnitdelivery of PoE to
end deVicgs. Ealtdgory GAlis clirrently the highest
pe#forinthd folul-pdir dogper dable recommended by
industry sth#idandd fo#all del dleployments and the
prefetréd t#dice foll addressind network bandwidth,
ROE delivety, athd functidndlityneeds in the smart
building.

Thét contifhiued kbansibr#bf Etierhet into traditional
AT applitdtidngthas! aldattfiveh rise to Single Pair
Ethetrfet! (SPB) cabling gystditis that support low-
spéed data #drtimission tol#reater distances over a

sindle Walof toppel witegh#th the dption of delivering
pbwlel 14 a cdtbierhedttto four-gair copper cabling,
SPEistbeddn##y arll econd#fital alternative for
@bnnettihg and HOweridg lo-Handwidth devices like
& lsettsdrg, dbntrdllerd, alkctbatod, dnd meters over
l#ndler distahcek in snfart buildings.

Fpasfr-OfpgrayStomyAl G

Sibe# odtic ch#ling Womptisdd of glhss uses wavelengths
#flligh#to trahsmiit dhta,!subpottinig much higher data
raté# olver significahtly Ioger di#tances compared to
dbpper cdBlingt Fiber dpiit ¢ablind also provides the
berlgfit of ledukelddweigh#bnd! volume due to their
smaller cabl# dimknsioris. THe!didlectric nature of fiber
#ptic cdbid! aldo!fakes it rh#fre secure and not
suscepiithle t# electromaghd8c!interference (EMI) in
harsh énvirdhments.

Sibéricdmles Imultl-modé Lged brimarily in shorter-
realch!datd centér bpplich#fohs And single mode that
ptiovidlet thel Bighebt potential Handwidth capacity at
mui¢h ldnger distattced. Tralditidndlly used in campus and
building#bal#bfthes fbid LakcdIfAdeh Network (LAN),
MétrbpolitaliHAr#a NEtivdrk {IMAN) and Wide Area
NetitvdriH\WAN) cotndétivity, fitber optic cabling is being
increadingly ddplb#eR#n the hdrizontal building
infrastrutturd as d#th dénerakidn and consumption
a@bntihékd to increase.
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HYybrid toppelr-fiber cdblés (sometimes referred to as
compodite ‘tablés) are cotnprised of both fiber strands
fdr high-bandwidth data trandmission and twisted or
linédr-laid‘coppér condulctors fot centralized power or
cohtrol signals to edge deviles, as shown in Figure 1.

Ripcord
Flare-Retardant
Odter Jacket

Didlettrjc 'Central
Element

Fibre
Fibre Optit
Subunit

Didlect ‘Strengt@
Men'ibers

Cob@er Subunit

~—

N\

l.

Fidure 1" Hybtid Copper“Fiber Cable, Courtesy of Corning

Uswirmicasioiénismit rmigjo &xovDING

¥rcomirlg cabling frdm ekterhal service providers
términates in &bLilding’sl Enffance Facility (EF) at the
delmarcation Doint on equipmént owned by the provider.
Beyond the demarcatibn pofpt, the building owner/
mafiayer provides, maintains, and operates the

blilding’s'heBwork equipmenrt and cabling, either via
copper dr fibet optic cable depending on the speeds
and'setvite leVels supportéd By the service providers.

@eretally, the oré se'tvice ‘providers that provide
clrcuits tola buildihd,!thle mote reliable the services are
to that!buildiny due t$ redundancy. The amount of
bandwidth required toloperate ‘the building and support
the &pplications needé&d tb achieve smart building
initiatived should'be considered when determining the
minimum contfacted data transmission speeds and
sérvitelleVels'froth sérvice providers.

PV LGSy MBIl C TU RE

Backbohe'inffastructure distribltes service provider and
cdtrfer'service tb t1se BRildindls E§Kiprhent Room (ER), or
to multike ERs in a ¢ampus environment, that house
nore sophi&icated equipmént to support the smart
biilding"network. FrdnTiKe bullding’s ER, primary and
optitnally redundant backbone cabling connects to
télecommuhica$iins Yfooms (TRs) throughout the
btilding via a starGopology’ Single mode fiber optic
cdbling is'th® preférreld main"transport media for
backbdhe'infrastructdre dde to its greater transmission
distance and baddwidth chpabilities that enable
ttansmitting! high vblumes 8f $gregated data from TRs.
Forivard thidking Buildilg owhéfs typically install extra
fider"strands (i.e.,"dark Yiber) in their backbone cabling
dlong with sufficient pathway capacity to accommodate
futliré' servicks and expansions.

IslorsvimeoVtWkitimijl TRUCTURE

Horizbntal Tnfrastructure contlects devices and work
drea boutlets at the etigelto the"smart building network.
Horizbntal cabling'can"bel elthet copper cable or fiber
opticlcable. As thé Highest-performing and
Ffecommended twistdd-pair topper cabling, Category
BA cable Suppo&Htip to 10 Gbps data transmission
speeds simultaneow€ly wifh upTo 90 Watts (W) of PoE
to a distan€€ of"100 meters (in),'making it ideal for
connectind'and powering eeVices such as Voice Over
1 (WY P)'teleplfdned, WAPSs, IP cameras, and many
otHer de¥ices.



(’ m SMART BUILDING CONNECTIVITY NETWORK

04

SPE(dhIBef carbdedibeRisedHn 196 h&bitental
inffstiiuctide F(Yocqhnec%®y | Bw&-band(Sdth devices,
$u(ch $ MO+$ B0/, @0 theters acflido)$ fand hers
Be #2HWAGEH air/qt8li$/, waste/manAgement, lighting,
$e(cufrity, a1/ opF®r stlart bet(UidYeoB B Systems. It
SuPbdRs/iren $Hi%sieS si$edd Y te VB4 to a
dBfte(e%'sf 1608 3n+$PERAYL N ol inffrovements
unger eBveldi@niert within IHEE-#Ye+$pUsied to support
highd; $a$$dtssPn $peecd Hgfsuppedb multi-drop
top%Wetpie$ti.c., multipte déFtds vhte samerlitk) that
gre Wpte 3 lin& With tieditichibl-buitdiB@ A%bckmation
$,SteHUsbgiBst*

D% iBHan&wich(h HaplaBittits+ibeé(s(Hic sabling
eal$eIboPdrtal i SlabtrodYotdt to betHptude ready,
Sutdtanticty redking th¥iged to rip+&d-+eplace with
evely(t86Hotedy $etrbsh+\Whi#é fibét canrot deliver
P68 et HbropFerH(Ekr ce(dhiny $hbities/the benefit
o' fide,0$han Ruikith an@/dist{nde-daaBilitidswith the
R6&ei-carryngtcapetatifPof ce@pe(/oSitictbrs. The
Har&dwiitthradtl (istamcel adpabifity $HBr is especially
inYpdriii& wi(@b Sonsitlerind li¥plementation and
mjd¥ibiYs very Hith &ahdwidth%idtions. Fiber
CHolirg Hh th&th Vizbtal, iBfr fsreCtirdYen also

(Yo Umbt &t MM t-o Yo Ui BB t+%bss(ve optical
tchoeocheks.

Pt ZE S A% SAL
T ER RS Y%ae & URE

A 05 siv&atiIdVILBYN QND L, %0+ efg rrg@oto Sk #
Gigdbit$hssiQ O prE a&Me twbQE(GPENNY, % d (9bint-to-
mb¥%pdintfibe( ddhitdctud,that ariginated in the
r&sidertiaHi8o+d H2Y% an'e2 FRI%)-weYid, Hather than
aHyad %o R BEtar Yo Lol &t bgihE# Yo ane
inf$isiuct¥e c@nréetPiot8ldBm sifdcestand copper
RoriBoritat inf§s(fyct(¥e dbnhec(iBorde@Qbks, a POL
ekt@®s sinfe-+00d ¢ opftica( Hoercaling Yirectly from
ah@pliceM ire Term@M (OLF] it WWOERQS Optical
Bl&&rk TerrPh DEE®NTH) att thedbddeto! &96, #etwork
thiatt(@on(fet¥as individua( Betvics $rh(s is hcHieved via
p$$sivdmplice$ splii$rs tha$higttinHte Sah¥WsH¥on one
YptiCat b/ %+180H%n b %W fitbdhs.)

Ir-atFQM, therd BiicYonibi&w et #8ekbpthe sabkng and
RéridbrtatCHblimdbisthlyrred. B&ch QMPEL/{f¢IBtectures
Utilize high-ahd®idth Yngidtmddd (i(gt-Ptic cables
a6 Eerrvidtualy unlintite &bArdbidil, @M Sre OLTs
arQBI$Fs nekte be up ek dim/sUpport future higher-
$peel t$ad¥ssion/AeldiighatQMe ROW(/are¢hitecture
Cats pert-inu i pl&UeBrorkS arispeexdb rimning over
theBamn# fidber/(plidcBiesya@lowing midtiple-building
$yBtem &by BYas Lilitt #% san$(phydteakcabling
infi®fstifuctureBintogu pb d&og +Rtywdidosegregation.
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pfikjAkigedfcbASED
mikfiae)Nmlaed 10NS

Neln@$e$ 'de0itesthat Behjui@e P&LE artdnot always
HcathQBn el D&l 86 By & W@C b0k r-001803r %6 tder
dovil so 0@l &lon&eq 0btly)th@ @ are0d Gariety of
reinOtd poset dBlivdg!0(iio%s forkdel@€ihg®C power
108t I dD# Ak e FOS Hel'c&@4d!QlBss inditedi-power
CirchiG@CIHOD2p Av&OcH$ bL.BOIVErdd $a t@isted-pair
bpPer-cifhgs % Ok @1 b0 & Shg@bBir PoE
{SAo B VR Lop2&BoridlQ-&DHDM a. I$Mbiid HopPer-fiber
cabR1POVEOHDMI08 be. $0iLO%d 10' B&iced via newer
fau@ @argQzd.@etler (FMP).

Aol A1 $/1086 Defbd0df@Dof a r$Qllail@ld pdver source
Vi@ cale@ory Ge¥ie,0vhil® efrbifa 08y $010-&H tDinstall
KON e0dut & e ¥ O vidw Qslpo&ding
BerR$H&ind SOt 0, RSBOVDI0e &fFA$R behly delivered
dvE 10 dOit0dd a chtBger t6HeQo oli&pai&Oenabling
Yoo PrerQuattOgtOlo duPbrl $0b00&dO1r8BYe 16f devices
51940 48 WARE, QEDAID&BONS LRK:b-diQ)dHs.Higher
Ao@-e@ld Blse B oG dr. dore Fddtures.

FhOexanh@, a Ohiple &ubreill@n&®tamra can operate
Vie*Ty@ o 1FORH whil: &par#ililzdom@abthera Onay require
TyPDA PO RSN &GN $ATIOUthedr¥ (h$&ed)@amera
m@y re@ir® DybD3 afI%o\WithOhigh@+ pdlver levels
bri&oOTh 0 (e &SOE atG0Ure@sed heat
g&nerb8i0r&$OH &igOal blLon¥Oh&Anhe mEyQed by
HMignQ cabl&Buolid Bit&s0Udhg B# LinQtddoPower (LP)
rath@l cablds0dr&bing Brgdr B&$gd donductors.

Aov@:&dhA His@%e dedd&@d th SPEIRIPIHAtions to
Hov@eil IHW-$Peks de0%b] HRvidO Pae to the
tre&$hdd ds poflDity 6f 8ot siBgle-®ad powering
teU&bib %6 b&Orlcd&nihH& id$ati0ed & SPoE.
Howddr, BRAE@HpI&yS diff& et Wd$ring methods
@& CPAEOTat00 i46: %6 IEQE hvBHted dair&Bwering
5t&SAPB: Yt er bolre -1/ &$0$nd delivehdmethod.

L Deadasizen PiRIWER Deadasizen PiRIWER mikMESfOEMIERY

¥ SEDEENTRD DOOYE i i T = =
FRiGEMVADIRTAY W @& O&ICE mesnE

IEBS80MBaf Ao®Ty®e 1 1BDW 14A6 W BHoair
IEPEB0M3at Aos®*TyRe 2 W oKW BHpair
IEBS802.3bt Aos»@*Type3 Esov BAiov Hpair
Y@ 8)
IEBE802.3bt Fos»@ Ty 4 sow Rn.30w Hpair
(Y ey
IEES&0MBcg SPoE Rgow AowW Hpair

Tatle 0. |HEH t$isted-baig@in&Sn$lwtandards
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A3%b0¢) 3 6p Or-fiDBHCABHEIH (BBby3k8HIMHaTlass
BlifhitEd{p08Id) ¢iBEI(&eBo I3 IBIBedI(hefit of
hO{\)BNG s&H&BHRP)PBI(B Jo3)dye8dBvices to
YiHEN RHOF B&)3 % Bl# hiBENBIB0I#T68(r8ach of

106 ) (S 3 vy i ) BB (dopRi# dal3 &b, I H8istd #3that
#3%0510c) 3¢ bib O* il ABIH&IN/  OBA PBYBH3s a

il G (&3( & Y 80eqQi)8(pOB(eB &b B)e,lB#&)3 M Bthe
GhUBEIVL IRt [034(&) O 1(0 LB t 63BN 03rEeiB3gauge

(&) d(QBHY SBHOQS+( PO ¥610BYr #&'taBd(eOFower
S &iey3(d @386 1B'¢+a0RP €& L o8I G#H3! ROt e)Bralized
H0\03r $thh3 RNBLop8h s pBfie OBHH&H h&rBigement
BRI CkHIA OB Y e'dS/i8E#SWF-DL(#ie-08 p O3 fiber
FhbBHER03(&ENTB)D UIr8(BH#B) 5 B media
{8n0e(’3n e & BridHt 3H{&ECOBHE)BH{NA D&OVBTs the
Ye\Bafdia t)isib 03 i (R4 ¢& 8atBi(B3HuB!I® 100 m

W3 B0 refied.

AROUMOIEB (B H008) JeBicB#3&ad &n0He (&B{tBn of
0v03),dBitri (8B OB I d THE&HMBH(ge 3 BdWer. Fault-
W& )3+ pO3HE& Bah 5P HY (B tB 2O BI0BBHL%B reach
His#8N BE3SF BDBY &) &H(&B 19 3h(t@3pakBer level.

D &fiy B30 CBa33- (4 QB W1, &3t N3 e, (&#D1BIBFire
Roteids A#o@aBonbINFBM L&EZBMabOBal Electric
Q©p8e (NEE) M#&H# M 3o DO OVYB!(0BA(B3nore power
b3, &tk i8B! |irBifh Bt (c&nB(181& De BI@Y W& I (B go
|8 (B# Bttt B k& B, BEFHISHI U ' IH{ DR H CDles
u93d@3) Hely& 3 /A& )B4 @BpWEB ift3ude two-
H&YF GO (@N (O G+ AR 88U D )BIf#idt OEpper-
filR#EAbRs. Jike B1ALS, DTi(iR3I-pdvBk(sP3ems, power
YEHEY I3HRIB)) d OB #H&Is B VEd)s Wil Blatdte 308 size of
U3 EiphOB (&N U(C:t31s.

ihkjegdefgaecgkMhbjeEg TION

1135 3nrp(@ B3 (& OB ¥ B0 Or (OHH&rB(e3¥0: B da Bhg
M#BA384HB LB Yok eBlgy Ir&He (CeBMAiB NS may
b3 dirh OR#&)BN(08HE&HaHd g3 | HEB G#'Pbe Bhieved
b3 teLiBPH R &n0#sO L QB €0B(led#&1i31(B¢ ta /IR able
#hh&3) #&)H0)8H&)I 00 EeBH&)RI D BtetabiHic&Dn
sHS)# 83 WISH Sk ith1&i&ird) (Ho&utn (8B4 tBo¥ & the
te@0eduB§d3r fOIBEe yeBievOF)pOer (&3(H0Bion over
twigtedt O3 (o 03 L3489 3d 0YBYtHcObpOIr-fiber

151 S ot B T 8ijBy 3 b FRHBHE)SDH (830 VeB(&B
COHBB O (OHARNBY O Oer|BiosHIVEH R 3E 0Bt Be
Vi BHBHEr & B0 q0j&3) (01 8;&h+&BhO,Hfi&tion.

As) &R (OIHAGBCBHE-BE (OtBDrkQe8y&)eDi3dustry
st)HO)E' o h#BiaB ce &e3(iBdf of #,43+4/04D &' f8rmance
h#OHhe@eBs(0F twipt Q34 (OB ad|iPaB#8th a

s 30 b&) (& (3 fokt3H)) o & Btional

h#0Hh 03503 H#0 Bt ) &dBH3 (s, &)Big3Hin TaBle 2.
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st (3 USRS E&IVe A BH sOBEHE RIS,
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&) B 4Bl &' O B 13 fa i Oi 8 BHL Y &6 @Bhermal
o QBN (NS HOHBHEE MR <2t By @le&@rming
{brOre&en8ive &e (80 0 )R +#H0ed D d8eeH#BI have
|80 )3 &Jr&i BVt 3104t 31 & O rOstid &3 art(QiBport
192 3r&e 8 §BHaid| (@32
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Once the IP components are installed and performance
verified for all IP-enabled applications, the responsibility
to manage and keep the network up and running is
turned over to the network manager, integrator, or

®ith multiple building systems converging on the
network, traditiohal IT and OT roles need to work
together to ensure the physical network infrastructure is
capable of optimal system performance, while providing

building owners.

headroom for connecting more devices in the future.

EBRB@ETERS

BOZYEOBIEBBT
EpaayEpALI
BPIPASGETERS

eengih, Oglay, DC
Eoop Resistance,
Insertion \oss, Return
oss NEXIL; OSNEXT,
KRRFLRRACRF

Eabling Standards
Eomptiance

BOZYEOBIIEBBEL
OPBEONpA

BpIPBGEVERS

feloelreL, bC
Resistance
Umbalance

<

Recommended for
noisy environments,
FOZRILOE-T, a@d PoE

TOBIHABL
BDDBGONPAI
EpIPBAGERERS

MDRXo Fault Location
fOMRLONEXT, Shield,
KRRNLKISACRN,
Impedance

Bault Identification

BDDBGONPAI
TEBOH2GIFOR
SEPIRT BUBDB2GS

R EDEORAKED 1V,
POE 'SDR 3D B tAbt
EPOE ‘S0&.®cg Other
Ela$é 2 cireuits (e.g.,
hybrid@ber)

Kpplication
Kssurancg (i.e., live
links undaer traffic

and pov@x load)

<

Tabile P. Cbpper Twistdd-Pak@esting, Courtesy AEM Test

SABIHBEDIBN I BIeHEES

Bxisting traditional wireless bandwidth consumption,
combined with the integrationlof numerous wireless loT
devices, can create bottlenecks between network
switcheBkand WAPs. Currefft dnterprise-grade Wi-Fi 6ED
BKAPs can reach theoretical speeds up to 9.6 €bps and
W/idFi ¥, currently under development, is expected to
reach speeds of up to #0Gbbs. The cabling
infrastructure t6Konnect WAPs should therefore meet or
exceed thosd speeds. This can be accomplished by
deploying multiple cai§ory cables to WAPs. Industry
standards currently recémmend connecting Wi-Fi 680
BIKAPs with a minfmum of two Category 6K cables that
each support sfeeds ugto 10 Gbps and PoE up to D06W.

Rlulti-mode or single mode fiber with its substantial
potential bandwidth6tén be used as WAP capacity
re§uirements continukto increase. As previously
mentioned, power can BK delivered to the WAPs via
hybrid copper-fiber cdffle orJia local AC power. For
networks re§uiring high bandwidth, low latency, or a
combination of the two, single mode fiber may be the
better option to support systems such as in-building
cellul&s 5G[ and Citi¥en® Broadbdnd Radio Service
H{AUES), or Priele LTE. If your loT project re§uires the
rolloutGofIWi-Fi BESE) pre-existing Category b or lower
performing twisted-pair cabling will need to be verified.
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The I8 @r 'b()il8n% witelegs has been
Wth)ng s6abdl.for"dekddég #&e point where 80%
HF.N8r&tess' data trk&f)o(origiik&es ik&bQrs, according
tb 4 Wialdiy-Lited statistfh"A¥ puikli®g& get smarter,
becpplhis o%eh.uttld)ouilt8ng Uppd (or applications
i(sta%d.Hntin8bile devices to%d@ss building
s&vices, ad{udd(gnfitonihel&al cnfbst settings, or
také {dydotatRe & nlore flexipletsBade usage. Smarter
b9l o ropragement¥byistetls. dlsol6Upport additional
O ct{aliBi&or BOTIQINQ edir(ekrsY%t the field
iGetuti(hg Osind' QR o eRaUUgmented reality (AR)
b\&Ytays (A dite( twifis&o (Infl&s%ndin real time
What is h@p@penity (rith BuildM8eeguipment. All these
sdefdrigd%ovolve(hccUs'sihd M&iding0&idrmation from
& &es¥bcfoné e d! laptéps, #&lets, or
st@rtifhones. At.the Q6L ! &b\ -power, low-speed
& &fess!oT(d&nSor d&igds.thtafighout a smart
bty o&are HeQoBng ()%readbi@igvital for

o &on@.an@ rOOntdblif)y &OI&h§ performance.

Defdi& fotYeanh &9 wil§(ess connectivity
ti&o)ighd& st Qulleeds!(v{l coifi®ue. to increase,
cetn|)fOt&dbpt{df.af(@ &niMettaRirel&ds 'approach
via.@bEna.of @@ nolog(b that%dl %ol &cellular
(pYblic(@ndl private), \{fi-F& #hn ' IobOH &) .long-range
SolHIb &dr&ndtelet&, ota Cot(bialan thereof.

08

184 {75y T*020655{5:8

ToHUH0\8irk& % colfhectivity!&dq &olpinally serviced
trlo%ly ‘G PuBBc Krik€) &8etré&dhb YoV Bl Network
Pp&ri€orbdRNAS). Yhe.Uiggest(liBitarddhdst this model is
that&&riéerLa@ (fLQ dng.|€'sYoand |8s& entosi%e &ellular
systerRs. &&et lim(taflons(lie%sigl%tlon logistics,
DAPCOf(INQing, &nQtbli&gL(#lir-ovgQBevice (BYOD)
piciesrdVided ind&ives"fOxIL&dihg owners to
iGseaVar(tlOu(id tBif( of#n U-o)il’fp wireless

(08 s crdAMNOYI ha(eral&irGp&tahtdpart to play
as'they 89 qly.ne&b Yo prdeldth&. ci{Mar signal
daurd 8ol efi&rF#HB € fundedjsystems.

Ble&fhl.[Ho& P &idafls (NHPR )ave(emerged as an
Hoe&(ative(i&brof)iding "o dced@wire(ess service in
t&petedil)difys@nd&lenuds Ucro &everal enterprise
v&rti®ls,Yoke &antkorthtign.(&d&aird8tdand rail hubs),
dnéerifgiiment. (€'g¥% s@d&ims.and @renas), civic and
dor(vintlo& cerets&hebltiimre, (103 p8tality, and higher
¢dudgtioafl As &IHP' Oisffibuteéd Antenna Systems (DAS)
d8uti$n)s gaited (@18 {H# N 96 (h-196%l o a[llar, NHPs
begEh offfbad&g. datp&raffictto.cdi&racted Wi-Fi network
bger&ors,/&%ellbaPVINGs Qerticifg!(Ni-Fi along with
cU bRNEe. ThaalHP Y¥icdify.¢ivh&and operates
the(#-BAlllQin & orelORin&asBudtury a¥ad(kigns long
t&inYeasds 'With mUtipaPMNOS. I{.ddkel(t)(). to managing
Tapd&d pRoe(reftherft Ond fafio¥d, the NHP also assumes
thé &pd(ald¥s.rold #at irc(Ydef Mdanagement of

bW i) B/ (e (8a&Per Helati@nEH()os, reting equipment
&b spag& 'UHgth&B@»IB/Er/ I ACEhysical security,
qhetih d&iprifior ahd f)aint&¥bg.the wireless
i@&si@ucre.

RE®EG8320; 4y 2BY BE2I65653

Repé&atdrs!.a(Hb kn)(Wo.db s8gné&l Fbosters or bi-
UBectiHaHadpl&ierd are passtve systems that use
8o afftehntds. 1S.Bo b3t andtralc¥idm&arby cellular
s)ifi9als vibd pr(dabl(n&(&nte(hal antennas that
&badcdst ya®osighyll thtoudbio)t. the &uilding. Repeaters
te@dld ordthe lQualt& P Ue }rddin@d! &gnal and are
typay. s&rvited OPsihde @petatoks.(They are not
typay. ddeq0i€e & 'bfpVidng (S4&p&e in larger
b@dipd's.
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TAS 0l 1B54) 856 5, 8)eB)IES 48):E%LH Hosts,
OGBS )il BIIR8 o BbuidBEButd sf5)bce via a
tbrS56:81iriSe$ 8)HB 44 BUBHHS) Sr8t 5ABB)5FHE DAS
¥)B506)$5 1B 51t )BE ) Fran85i)L1$mtienTBES)S0r a
S)TiBH L5IUE)BI0L) 3588880 G c /BB S)ly [Essive
51 88e b, 8+1)8arbl $5¢ Lo B85 (B BT HAS /sbEBions
IBEBL6EIEVE Yy Bo)Eh BIngIido\8) B)EEage and

R PakBy)5airG b 5686586506835l 8opBEr-fiber
EYbELI$E 5B 1DSPHBYE Bab6l 3E)HESH) Bennas

19681 J%ahit5/9% B(HH$Y4

Woebext® BEN5a)/)58) Arbi 816+5i$189t<hsdd Blemand
85t eB) ) $15d)Hpabity U85 or HeplB()h&nts based
BB )15 B9 a5L) Gh 5 Ad $h o 5(A6511 850 8B AG-LTE
18 kB 68 redlBIL860:%h-5p5eB*5G )88 Bar. Bnlike
TAS' &$t548 < 1880pr5mailc 4 ILEH)8 G E8be more
tb\VEnSI6H1E-B19tB) S15d) 1 BHRBE)S 5/ tB)18IK)(ebable
POBINGeY 85turbsli)elP ()itibh8odssdJabices. Small
el B BRL/E, L8/5/9 B MBI UAB ST multi-
Bp@)HIBS Bl HtBY5)5 %8 e 8) @ StBicBure.

%6315 NBEBS{ - b+ B Bih6$oB5H) BECc $ 510 BBHR: Wb eless
HB)YB i 815 $ 5t%6)8I 5l (rBille8)8 5t b 85 br-LiHlIBing
1% 581648 k5MINB3)$5a/: +1181% 18Bir Y dEdBed 56

SR tE()S mh85-H AR orid /by hemt)eb$ location-
Pa @sérvERE5hel 8L & dHYDAS/ These systems
EYBORIAS (6 |eB)r &f &b B B3t (U598 1) $F$Bnning
150685)ScbAp 8)A B Gr)i Ste: £ BE5H VGEBWD:ks Bi.et, CBRS/
BIMERLTER

Dedicated Core Networks

FIoRIBM25 KB A Ve REBISLE)S a I8):6HIAETHs Bctive
Di8:{ IS/ SB)5m4 System

YN8 2E00CEILERTVERVORKS

B4)A G cel) 8BS 1618/ B ksTike EBRY tp8H&S in an
BiHeSh SOBHEING 81Grekfub)clHbsBN8,8HtS/hBses to
YaB51%e5) )bt &lets1 o0 D)) 88a8ie8)g EAB G)BIE and
58 cel) 8BSt ectiBi$5)5 8 n)iGtte )B58d6H81EMMGthe
BB /BH 551 B/B s/ 516$58)i5) A 4s61F) 8)$:5and

b p8)kliEhS6%M:1805s 5 pbb8B/UE 568" BINE8'E
DS ixEdUST efe\Va&y)5)I6)bab-a8Hiibe8si)) F*riv)B5cellular
Bd6A8r'69b)aby: A58 §/s5)BSDE helBbHip &85ty for
Bel8)B%dY506H 8569605 85%16H b tbH 5l 16,8loviBe
HAB5*dv 8)4 Gy B<bi B)HB: /18611850t (@i B) b8t Stors.
|55 196- 5 5)8id, nbEil6 bB) 48353 LbH & Y%R85*A86
$d648r5/151%e5 %) B SH4648116)al6H5/ Vb HlH %818
1%e5 py8ir56:/0651 9085 bpB)AR 157/8/%&Yable thne,
bkt 68858509 b & Hrqrh ef!iDoWbESIBRS as a
det)icsd8d )3 15%te18Rvork.

|
O — | o
| Spectrum (CBRS)
1 | —
O [4— D
g | —

Operator B |
- —— Indoor
s Gateway

Enterprise

i Dedicated Core Networks

Enterprise Private
Core Network |
| o |

I 53 53196) 8T8 It ES BB rk

SRR FESKHUEIRKS

Wj-5+'5)5& AN)b56e8 WhE) o2y A $BLa8)Stperating
GritYrBE)HD-Hic $ il 8req & By D &fa)/B16)$5s an
&sbk)ibal BEoles)5bj8I5rarSHUBALRBs Lohbectivity
HHFB)YBULBIG.
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O/(thSs(stdirtetd /efforts [og HBE b0 #£02/11 WLAN (Wireless
Yo chit Al di(voHk) §tatalaldizatog, As well as Wi-Fi
Alliarcetétfalté #n #hte (9pbr$#(t9pkekurity, and
k(519610 &/i/F $Etulisi{sEA[tie td (#pfove in terms
bi(#ansntidsivbbecth/thtetaly, ra(%ed, dapacity, and
sehit(y). The expb%ibn-of 16T#EeVicds in everyday life
ddets(cHrsifyolisteBand$ar #imultaneous wireless
comfectfortt Ot willelr rahg&#t WiB(& high-resolution
vide@strebtBig ld Augéditbd Réality/Virtual Reality
(AR/VR) applitdtidné dfive thetheed for higher speeds

alfd [@ivér-lptency.

Als sHolvn hi96T6H1& @4l Hodt' cémmonly used IEEE
8D/ WIANEstaridardl HH(d eldiVed over the past 20

yahtEtS sti(bbridi#vidEd ranger ¥ pihichtions, improve
sp@eh,/Ar(d offtirdizétthk [RunB$r/ of simultaneous
onifecials,-ddhivhcity( arld ldtedcy vhile generally
méintalningthlatkwarf4(tontpatibility to accommodate
[bngKr-tech i dgyrefrfbr8cyPled (WI-F%7 is still new,
With def8Be (it SEFihg to'}0 Befrbopdd. Wi-Fi 6/6E is
(he (B RNICFI techolo(dOy&wWiH WifFi 6E adding
bpk(atiof( ifbe 6 GEHS I Ltrdm Yor increased
bAnQigiH$ t(5uor! high-3pe®d abplications such as
higl-Be(ihitivt ¢deo)iYre@nlad>Mchuse the 6 GHz
spétd;irh i9455 W& MILFFEE #(f also support
bacBHa# fo&highFtdnstl | ¢ ehYor networks and
enhdtc# coV#taty ol largr Beflfily-populated spaces

(9.30bk#Hen).
IEEETYTANDIRD | VB¥MUIQOTHEE" | ¥REUENCY | AWAY™ LAl o)) AMEVED | ol AERING,AT
IDENFISIER HE@SYION BHRD CMEMNELS | WHBEWL[WEKsABAEE DB AvEaE™
EAnaUBARAA
801N W&FN4 D)W fdBEHz B HeyMHz 80/ Mbps waidbe
8D Hac W&Fidb 86+ 8 8lg#Hz 1)385bps wyicbe
8D 11ax WEFIS DWitdBSHz 1] 15 (g Hz pH&hps WEA
SO 1 &k-DI021 W&FISE D)dtdtiie6Ez | 21 15 0o HzZ pE&bps W{EA
8DP11be V&FIF DY-6EH, | 15 DloHHz 3® Gbps ;’;;?m%fvw or

Talb '3 /|EH/B@2 M Wi-Fi PSS SibfS, Stmmary

HOWStEEED; MEIE DIV ™

WTEEEEE MESIVD RKER

Hadttioka)(dmoté ser$inh H&Fidks/used in industrial
tylach&(®8igp-MaehiBe-dommuliichtions have long
epidmuicdie vl detthillir hetworks. The
impléragitédtion oftd iéWw dgendtdfion of wireless loT
sending d@lices to acqBite/attiond(lé d¥@E/needed to
achity#@$art bu(lding init®thies helps build the 8data%
Btidi(e (&t ¢(obs% the IT-OT dlVide.

Thése debieet e(# cllatadterized by infreqBe(it 4nd/small
gr$oUMtA Ef(#atattiatigfers ahf(@rblonged battery
bpk(at)bn. /[They, San Conriti@dhte/#4 short-range or
[br&fraright wijkless. Beplpyrehts ,cak be/small-scale
WitB$LEt/a Few &efriftiés /orftihey'caf/b® high density and
covkr (h#t JPeas.
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$here are a variey of available short-range wireless
technologies, includ@ @luedjGtdLow-Energy (BLE),
Zidbee, andRFID. These technologies are primarily
deployed for specific applications such as device-to-
device communications and monitoring and tracking
systemA for warehouBe inventory, mobile payment,
Aalgfindtind/proximity marketing, access control card
readers, indoor location services, patient health
monitoring, and asBet trackBg. They can also be used
for energy metering, climate control, smoke detection,
and other sensor communications.

KL is aAow-caht, power-saviing vakiant of Bluetooth with
lonB battery life that tratsmiétgfin the 2.4 GHz frequency
Band f8r exchanging data in device-to-device
communicaiions, as well as mesh communications to
support larger-scale de$ice deployments. The latest
versi¢@OBLES, can transfer dat&’up to speeds of 48
Bbps B abbut 50 An indoors with longer distances
outdoors. Red8ily avaifable across a wide range of
devicksBZigbee tranbrai@agh the 2.4 GHz frequency
Band, uBo bbout 20 mlandBpeeds of 250 Kbps using a
centrd hAib, wit the ability to support unlimited hops
BefAveen thousands of devices. Its shorter range makes
it Better suited for small€E facilities.

RFID is another ghort-range wireless technology that
captures data encoded in RFID tags that contain an
integrated circuit and antenna.

Utilities
Utilities Monitoring | Monitoring

and Management

= Sub-Metering

‘.4 Energy Usage
{3} Smart Lighting

=) Water/Leak
- Detection

Figure GEY@&AN Use Case$ for Smart Buildings.
Courtesdy ofiJomcast’s MachineQ

Safety and
Compliance

Facilities
Management |

RFID tags are typically attached to an asset for
applications like inventory management, equipment and
patient tracking in healthcare, electronic parking gates,
and anti-theft in retail.

ZUSPTMRSPXQZUWTNUWXLUQVDEXY XKK

Cong-rarie AovApowdCEI@82s (LPWAN) connectivity is
ideal for transmitting small amounts of data over much
longer distances fBom lage numbers of IoT sensing
devices sefving a wide area, such as an apartment
condplex, large retail store, healthcare facility, higher
education Bampus, businessttampus, manufacturing/
shipping facifity, or warehouse. Depending on the
applicatE/@BWAN sensing devices can use unlicensed
spectiim, with deep penetration indoors and
underground. Dev@les dn have a 10-year battery life
anB be installed in remote or hard-to-reach areas. In
addition, these devices are conveniently monitored and
operated remo#ely via gateways placed in a star
topology that c#n leverAge ®ireless or wired backhaul
infrastructure to send data to3he cloud for complex
analytics and opera8dhs. ThEBARBIlity of LPWAN
hafdware and comhectvity enables IoT use cases such
as utilities monitoring and management, occupant
WelBeing, safety and compliance initiatives, and
facilities managé@ment as<shown in Figure 4.

Safety and
Compliance

% Air Quality

i) social Distancing
£ Pest Control

Facilities
Management

:ZI' Temperature/Humidity
) Monitoring

£2 Pest Control
=2 Parking

&4 Occupancy
Monitoring
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\PSVAN tetainoldgy irg8ude(s%6&iti(ar¢based NB-loT and
LBEAM (ht carSod Supb&ted By @ll variants of LTE
cell@brger(lcd, Zi$h (iberei( vérialrs(of LTE optimized
f&( Bridin(use(c$bes. ACr eS{mple, consumer LTE
(desigifated s (CAT4 arid §iBve®can be used for high-
bahd@@dth 10T {ppl(idaifor&$Uch’ §s 4K high-resolution
sBrveill§nc® cemdra& Thesge high-bandwidth
applitd®InS$ EBUitedhofEMoebvia a fixed power

LTE Cat-4 and Above

Connected Healthcare

LTE Cat-1

& &

Connected Car Energy Management

(S@irce SoPard@to other (b®dé\fces that operate on
baa(y BgwersFew (arr@banid n{obile loT technologies
sutH ab ITH CAT ™R CET NB-loT support
applitatiofs ith 1&¢s cddpleXity and power needs as
sh@w(n i Cig(te $.'A CorfFpar(sos of(the range, coverage,
batBty life, speet!(latency( ahd mobility between LTE
CE&T-M{ a0 %&AT BR-Ib{ ére Gi{own in Table 4.

Mobile (7Y videoSecurity ' Wearables ® Object Tracking E‘: Utility Metering {S% Smart Building
NS ZTINN

City Infrastructure Environment Mondoring

Flﬁjﬁ'e(s( LTE évol(]t(on(sc(aleﬁ 1(0 n(éét tXe diverse needs of IoT.!

Bitar-it-devices-for-battery-life/] (

ETTRUIBIFE

BISAGE

HAYOBI COYERAGE
BAIREMNELFE
AtAXMALNE SREED
BETREY

AR BYUSAIBFORT

ERAGQATIAD NE&AOT

(KERIregx(, (@ in Rural (KERIrEgx(, (@ in Rural

Yes Yeis (sliglotly Bletter&tan LTE-M)
Sede(d $ears Se$e(d Bars

(MIgps'inf Both directions 8®KbHY dof{(®B(k /(62 Kbps uplink
WE®A ms 1®EIR(ms

RNodd, ith $ndévers supported W8S (! with 'h$r({d¢ves not supported

Talfl¢ 4. I&H CET(MOBEHIFAT NB-IdT raige, (ovdragd (bittery life, speed, latency, and mobility


https://www.telit.com/resources/whitepapers/designing-cellular-iot-devices-for-battery-life/ 
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Bnithdon-c&|ltar SPWHN. Y b#led)gaidmg+traction
Plobathpis LoBawAM) LN Range ¥&de Area Network),
dhtAJ K. dpentstaniard hetwork prdtecol based on
8Hiverbet sp&ctrthim'&nd sappdrted by the LoRa
Alia#ce®t LoRBVADI detitds t&n kave ultra-low power
cB8 b &rf/m¥e) g dbiH)g thetheed for Yowited power
Ruppty, %HH%l+ oftenta b¥oriedittafdepldyntents.
Battery-poweisd RORAWAIN'devisddian tast years in the
(ietd#nd#antbe .deployed dlmbUttnyv&%br o e building
W HnYetiea| Hi%eLtitn#\Wiite [bw-powe&ndottion
coMes attthét'ekperbedof bandwidth# nost loT sensors
ghlyfheedto #Pbstit smaH data-BatkeétstQich as a flow
m'&asutement or&emp&bit)ute redrlihg. LoRaWAN also
opetalsn. lowe & aqrighcy b&dbytovidihd excellent
o8y totPhdrferdhcethmd thdaPAdity to genetrate
wattsHahdi e &Y b%Ui)hg ateH&s slich as#netal and
cHncredd

Speed
HIGH

© Bandwidth &Battery Power

2

Cellular Network

knlhfifcidginlaaoerges FOR
mHeapgnejTdRtdhDING

Bla-'%H) lerWirelss téchholdigy cdrn address all

re®Ured et #'sma&%uli) o Bubiadht Bbvate
ceBulat, Wi-%, a#dtshort-reathrat lofty-reach low-
powdbwileless whlbatongsidet@btt ather in a
compiementary way W% nmed) & witle tange of smart

& v o p |at b’ €lftdint th'ese HechPioldgiedhtiark in
t#hdemt astpartad multi-ptdtodot strategyt For example,
LORBWVAN ¢&) Be ubed-eiteri)te. the-range of a BLE-
bagsedHo& 96l#tionID eviesHike WD Hghts dhd WAPs are
al setic r EYet) gh/it g rdfi)g BitEfan o) igbe®oradiss to
hetp &Uil diett) bperatedh sivaphfy the.ddptoyment of
loc8hi#n-basedsetvices.

Rig)&retorbelabis &'Umpte Cafsifationtof most
avhilabteXvirétess ITHie)%ridlgotes Wntrprovides a
condp'atison-héedton%ed dt86Hies #)ct as range,
b#n%nidkH# and bhtter*power.

LoRaWAN

LTE-()  Oneior Y sighox

SHORT

B LOCALAREA
NETWORK S

Range

B CELLULAR

LONG

LOW POWER WIDE
AR EA NETWORK
(LPWAN )

Rig)&ret6 *\Whirelss tEch)6ldgie Hokbadsont Geaurtegipf Ob#haast’s MachineQ
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EXPRNSIOW 8\ SQUORE]S
RETRIRWALRE RANESS

A QB h&M(ork#hakt(at(ird &#He ot critical
EPH& O(# 5108} bu(E(A(, &"it(briipasses the
bHys)al(P&d dcal cbieci)jty between all the
devicEs, & ¢rs(#aat #y(steling* Wigh (&e(rapid pace of
tec&)®I§di&mprevdrientk (& (d&fitlition of a smart
()1 diO)H&IE RIVEB(\B:s (LI dkd i determined by
néWpph&dh(icr&, ipratéd(@#etlides, and systems
avpilbiltyl The(E($ty*to Upgrede, expand, and
SnrgeEt @SH)EE)& st # B Wil) p&ritical for
th@o & # 4 0h)t biildings.

Da&lop(#a*H(S$r)art#itildiads(rdtegy early in the
detti&i ¢t &rag s is(I8("or p(ar(ning and
iMpldrh&n@t{cE of chfing )ity &*(t*&Ib(vs for growth
arfd"expphd&oitity: R #{i&s($ish T&&uiure proofing
#&8) e p&H(bf(thy$ & \&a (& ctode bk, (even if the
Bndi@F #Hd B &deshdfw@t gt {B=(approach on
dq& of¥( At SrIn(mum&taSIBrigact of future
ekph8s(BrBIn pth#ay#E &S ¢es should be

ey Bl tE0 ST (tu s e Wo s C&n#Hndu) Considerable
inHstthe By Git&bifon) to(a facility.

It(i#advia 8B &€ $o) b (#Hin%)st#(E&(olders to
de)&p@Eth dtrbte’fy(befdte(&efihit(&(e(objectives of a
PBi&jelcf! the éxpeck@HEr(efs b&t#f&(pplications to
be Mnplerfieq&(, 611 hb&v#6e)X{ppli€ations will impact
the&ojietl’ KY$bBut(d A(SE B3 EMy PrE(&&4bl¢ to have
o BIBHe6IR&F(NEBI(HK (& % r¢(tab$)the building
aft{o&upbny. THE&Apbct&SH#H(he various
Hak&)otd€rs)$nc(lidiad tinwe(meterials, and
invHstHE&S) do(#d be ls(gniffcant(Bdditionally, upfront
inwstladht(in)the ¢adigddnragtr{d(ure can make it
e#tsti&O m{igGe (fut&iechholdgd #plementations
& (R E, Y-Fj, {&¢4 Hhe&)&chtplpY®:s ify allowing
giplified&rl®Intl(Riipth e Upgrades. As an
exgdmply&depldyintf &tk ffiber(it giedetermined areas
&B)q itt&r ) bL(IRIGY Yoiturettadinedsdis bandwidth-
iltéhs(ve)ap&igdtidns hre&kfed&d {o be deployed.

Me (¥ te)8 ot($it s(ueBtSI(TLureCapplNbtigris will enable
iffi&oye&d) bu(lding Effiti&a By, Enptt€(functionality, a
&51e8)pl &b brdtive8enVifo (I (i ari($tesy power usage,
FeEB)ting (if d!Bé&ie$ obctipant @xBerfence, reduced

cai& ¢ &&ItPrint( an &Un*ecd-f([i$n)dligf&uilding. To
#hecly (Bclird B! $h ¢ fddire #H{@A(ements for
APplic&tb $, puilingotawéRold&s t€.9., owner
int&d&it(H, By {tem A’ h$9) Confin(ally define and
e8Il @Htstnt- O8d Woht (SISt (Ut FEEBISHA Gtructured
arfd*p&eriQidi QR Nl €S Sn(er(tiBtddfam can assist
ir(lti(e Yo &4&(h Of tHd!nEe & thi¢ development and
Fevi@@v(E&ro&tihads, {8d(fevibw &)&ecgft technological
arfi!stadrt(arg&'tehkl & men(&to 1i&irfain or improve the
F&bEri® p&forn{d( € &t(isndt &Iy abdut specifying
the teR)Qoit(dik re(Bl(9d8&Li(al{t&ihe (eed to define

the midg (&uBLof#(pgr{d&eg Sisded h&fifture expansion.
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PEWERK INFRASTRYCTURES
peeE@T™y

)& t"suildngy8milg8&ist,in &n&urifg+&e physical
sa)a&P &)thig&$occhpgarits, &) th&rtainihgh &evel of
sefYiy®ré&)n& ths, &h8d)l&anti it&physical
Infrastjyc&lret iNc&igding&a&wags & spaces (e.g.,
JeteBaln sp&cast#vdiBaolint (&iBne)s))@)B&ectivity to
Y& Neby&'tk, infrsteidide. & Smar&buid&g enables
)h& syst@nsSsetp)Stohitr&ls) amnd in&BgdH&ontrol
P rRyS& Santnbaidats v&ii$pn@aN&h&r@Without a
secl&ePp)oactudl)Hoditbre#Payals o)& resilient
Gmn)iF&at)dd) Eveork$tiée $aBiop&cdnponents and
syst&N&)n&h &Lkl arg"st&)$&il)I$,t& network
@nHlroféses&He$e c@mBrome)$dc&lead to acts
su&h &s rdnso&n\y&e, da& h&aches, user
IdQAtiNth 8B 1088, &r End'd&ic&I$&Ed & hijack
sefisd&s, dedicds, 'ant Buil)lin@6 systems.

Tige seY &B\RIT &Y Be®lErk iSp&IPBEourit & ensuring
Y& cHtice&blHdigy f)IEtRN&GH p8c,&le for
uh)nte)r&$ed $o&a&dr&if fJ&e smar&bldi®ag network
1s&SMBron8i&l i& ar&)v&ay, #)e &s)ltintS&@erruption
8B N 1$HES, BBy NtiaH&D griBorndl ok S &dP & & a
Widg ra®$ & ri8iksHncl&liSy ihcoB)&S&e, cost to
Y& Interplis¢ B&iduklifg &fety &reats,
cybergp8urity, VUit radili&es, &)B8&p&age to the
Bpe)Biats’ NeIHtERICHS s & $;&e Bor any
busin&ss) wlaefi8er&i€aths,9 $o@ortig& healthcare
pEoVigkr,"uptyessity, bi&Blin&H&NEP)r &y)Yi&er entity
Y& safeg&a)c d&td-ahd$uildiBg(&p&ations. In
adyi$io®, &M )nteribglidn )y &iboRP Ber&)$8s due to
unp$fholize BFs&dR )B&n&ol &n)&e network
B)tadys raBgd&f$on&)Bkirs to&evelal weeks,
depeddi&) &) the t@pe ar&&)e8aiih:'c@mpromise
arg) tBe s&)&$t& of ditdgel BByt pB,t&e network
aréd)$089 (R%.

F$o&n& phys&a) Se@ori$sie&bpé&int, SPIRE
assegémeint) e8| Bates&)B8dEgle’y t&which wiring
kst euipBndbt &gms, La&P)ay&, dad other key
B )R BB ) Ent& e pré&perly& S d.&nonitored,
ar&) trac&e) Swith dppRopria&e$r&as)irds for granting

access.

Th&"includa&, 8 r&er ma)agp@P)&sPs)dh &at controls,
BO)Bo&, &8 doc&mels &cces&.ar®l'&anges made in
Y& BrHIing 8 ri&er)s@td& $ha) &rinek& telecom
spadds Antl&)iBo&hose Ra&bay' b& Ecupied by
d¥Merg&) tepSits.

The program @lsc evaluates wiiaihers real-iiva« client or
assal tracking systems sre deployed. These systems
may e u to pesfoim multipie: functions such as
identifying the locativn of critical as=ets or individus!s in
1ime 27 need, provide markesing rraation on

consumer Hei r, 6 vehicle trécking in parking

facilities: This identification process can pravide first

resporders with azctirate inf ici for life safety
requireim2nts. Trackiiig systems: can l¢verage various
wired snd wireless techrolovies te support ceal-time

iozating systems (RTLS).

Bulldih&PE si&ds B\B)$eo&ktrpl@energ)@nanagement
syktedng, &at& i h&it&rHr$h& c@trél, and even
wWHBS )Pt &ing are &B8sspd&n &h&her they are
segn&ne&)r&ni'e &Sildigy,bwder’s p&mary business
dp& NS&R.&h& &n'be&cHleve®&phy&i&ally using a
patdileBcabling'inflasiru&s e orrwiBee$s &&n&ork, or
usigg nei&ork &ty ®aclcds, swah8asdirewalls and
Vigrue&ptivate y$ivEorks (&PNJ)) Sa& e @)B&n helps to
ens&)e)&at)trital'budines$ f&SEPr& & Ji% & network
3r& [$pie&ed. &®) Pot&it)al iNtedupti@n&aused by
fattle&s)MBacc)$® & equilBat qr cyp&rsecurity
vitinetal)ilit&$ &f &T'dediced, &t as-eddhial-&-Service
Ajta&ki$lo&), &ld &ice(Ee)&at B&Isq )& e 'thederitical
bl Uigy f)E & B St &) by the'b&ilding
manajgen)e&t,s&skpen ary BYP&B)ete& th&otential data
& INter)B8N @uedrB)HBuHIit)-&St&ice (QoS)
pardm&)e)& &t 1$4Y ' p&drdize Y& &g Hputfor business-
Gl &y, &fel' s@fety&pplichBo(&tDeECcy PG & &N is
aBpt/edr Brpdsian)&$dect o8y Scdl netvérk security,
REVId&Y Jn¥aB) ntBi&ItiBn & oy Betts. &d alarms
wi&r8an ) $dutibrided/r&d &efle)id)$)o&nected to the
np$yri.












TIA SMART BUILDING
PROGRAM SPONSORS




	1
	2
	3
	4
	5
	6
	7
	8
	9
	10
	11
	12
	13
	14
	15
	16
	17
	18
	19
	20

